Subject: A call to the Renegade Community experts
Posted by zunnie on Fri, 12 Oct 2012 18:06:08 GMT

View Forum Message <> Reply to Message

Hello people,

as some of you may know we are running a new maps server with only new maps in rotation
which has become quite a success lately with often having more than 20 people in there.

However, we seem to be attacked by someone every evening now it seems and all players lose
connection to the server.

I'm getting a little bit tired of it now to be honest lol.
| don't know who is doing it either.

Does anyone know of messures i can take to maybe stop this?

Jelly(raven) has alrady given me snort and some tool for xwis but they dont seem to work against
this guy.

At least not in its current configuration. If anyone has ideas please let me know

So fucking sad really that people attack the server, if you happen to know who it is, you dont have
to tell me or anyone about it but just tell them to stop. Thanks.

Anyway, if there is anyone with ideas please let me know.

Thanks.

Subject: Re: A call to the Renegade Community experts
Posted by -TLS-DJ-EYE-K on Fri, 12 Oct 2012 18:11:16 GMT

View Forum Message <> Reply to Message

As i said in IRC before, first thing u need to use on the Root ( if u run Windows) install a
netmonitoring tool, so u can basically filter out the IP that attacks you. If u run linux there is a tool
named fail2ban. If u catched the IP of the flooder u can investigate some time and email the
provider of the ip adress, they will most likely take care of the Program. Worked for me, floods on
my Root stopped then.

Subject: Re: A call to the Renegade Community experts
Posted by Mauler on Fri, 12 Oct 2012 21:00:10 GMT

View Forum Message <> Reply to Message

zunnie wrote on Fri, 12 October 2012 12:06
So fucking sad really that people attack the server

Yes, It's very sad to see someone go out of there way to attack a server on a game that is 10
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years old. What a fucking waste. MPF is a friendly community, the person that is attacking is
either jealous or is attacking due to idiocy, and it's LOLZ to them. They don't want a 4.0 server
that runs something other than the boring standard maps??

Subject: Re: A call to the Renegade Community experts
Posted by TEAM MDK on Fri, 12 Oct 2012 21:10:29 GMT

View Forum Message <> Reply to Message

this realy is sad news..hope you catch the ip of the person who is doing this ...

chances are it's some one who has a grudge agaist either the owner or admins or even another
server owner who is upsett that you are taking their players

Subject: Re: A call to the Renegade Community experts
Posted by Ethenal on Sat, 13 Oct 2012 04:45:26 GMT

View Forum Message <> Reply to Message

Apollo/ProjectX/whatever he calls himself was just mass-joining Jelly with IRC bots a couple of
days ago, | believe he was involved with StOrm in some way or another - maybe that could be it?
Or if you ask shaitan, it's probably me.

Snort is what we use on Jelly's box, and it works quite well - it could very well be that the person
that is attacking you is actually exploiting a bug in the FDS to cause it to crash, and not
necessarily a simple packet flood like most attacks. But | see you said that all the players just lose
connection, so it probably is just a simple DoS or DDoS attack. Do the Snort logs indicate
anything?

Subject: Re: A call to the Renegade Community experts
Posted by zunnie on Sat, 13 Oct 2012 09:22:58 GMT

View Forum Message <> Reply to Message

We tested snort by attacking the server ourselves a couple of times and it worked. It picked up the
attack and logged it all.
But whatever this guy is doing is not being picked up by Snort.

Subject: Re: A call to the Renegade Community experts
Posted by TEAM MDK on Sat, 13 Oct 2012 10:11:45 GMT

View Forum Message <> Reply to Message

it could very well be that the person that is attacking you is actually exploiting a bug in the FDS to
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cause it to crash,

NANNNNNNNN

didnt this happen to another server and sure there was a fix ?

in most cases the person attacking has a motive in the past we have see server owners or admins
do such things if you are stealing their players ....

what server are loseing most players du to your server being better ?

| have a idea and the same person worked with wilo with his crashing . but no point in just
nameing names .. they will slip up and give away something that will lead to catching them

Subject: Re: A call to the Renegade Community experts
Posted by ExEric3 on Sat, 13 Oct 2012 14.07:34 GMT

View Forum Message <> Reply to Message

What protection tools are used?

Subject: Re: A call to the Renegade Community experts
Posted by Good-One-Driver on Sat, 13 Oct 2012 16:45:47 GMT

View Forum Message <> Reply to Message

it's Iran

Subject: Re: A call to the Renegade Community experts
Posted by liquidv2 on Sat, 13 Oct 2012 16:57:57 GMT

View Forum Message <> Reply to Message

the signs point to it not being Iran, but that's ok

just because he calls you out on being a cheat maker doesn't mean you have to spread lies about
him

don't sink to shaitard's level lol

Subject: Re: A call to the Renegade Community experts
Posted by Good-One-Driver on Sat, 13 Oct 2012 16:58:42 GMT

View Forum Message <> Reply to Message

but he likes crashing servers.
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Subject: Re: A call to the Renegade Community experts
Posted by liquidv2 on Sat, 13 Oct 2012 17:02:14 GMT

View Forum Message <> Reply to Message

just because he did it a handful of times with a bugged radio exploit doesn't mean he's going
around attacking multiple communities

go back and re-read the posts in this topic if you actually care about what's going on; i understand
that you dislike Iran, but you're starting to look like Fred blaming everything on Red Herring in the
scooby doo kids show lol

Subject: Re: A call to the Renegade Community experts
Posted by BAGUETTE on Sat, 13 Oct 2012 18:40:17 GMT

View Forum Message <> Reply to Message

Not to mention the radio spam didn't crash the server, but your faggot cheats did aid in the
downfall of Renegade!

GOOD ONE SUPER DILDO FAGGOT

Subject: Re: A call to the Renegade Community experts
Posted by Sean on Sat, 13 Oct 2012 18:47:55 GMT

View Forum Message <> Reply to Message

liquidv2 wrote on Sat, 13 October 2012 10:02just because he did it a handful of times with a
bugged radio exploit doesn't mean he's going around attacking multiple communities

go back and re-read the posts in this topic if you actually care about what's going on; i understand
that you dislike Iran, but you're starting to look like Fred blaming everything on Red Herring in the
scooby doo kids show lol

Although there was a exploit that did cause the fds to crash which is what Wilo was doing to Jelly,
I'm sure others knew about this too.

tbh, it wouldn't surprise me, if he was actually behind these attacks as he certainly possesses the
knowledge to do so.

Subject: Re: A call to the Renegade Community experts
Posted by TEAM MDK on Sat, 13 Oct 2012 18:55:18 GMT

View Forum Message <> Reply to Message

Croatoan wrote on Sat, 13 October 2012 11:47liquidv2 wrote on Sat, 13 October 2012 10:02just
because he did it a handful of times with a bugged radio exploit doesn't mean he's going around
attacking multiple communities

go back and re-read the posts in this topic if you actually care about what's going on; i understand
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that you dislike Iran, but you're starting to look like Fred blaming everything on Red Herring in the
scooby doo kids show lol

Although there was a exploit that did cause the fds to crash which is what Wilo was doing to Jelly,
I'm sure others knew about this too.

tbh, it wouldn't surprise me, if he was actually behind these attacks as he certainly possesses the

knowledge to do so.

althou | dislike iran .I do find it wrong to say he may or maynot be attacking servers. rumors and
lie's will spawn from this thread and in to other forums and game. till it get's to the point where it
becomes true renegade history fact .

and lets be real there are loads of players or ppl that used to play who could be doing this for lots
of reasons.

it could even be you azazel ? who knows

Subject: Re: A call to the Renegade Community experts
Posted by BAGUETTE on Sat, 13 Oct 2012 19:18:47 GMT

View Forum Message <> Reply to Message

MDK MADE SOME SENSE OMG, well minus the decoding of the text, his logic is there!

Subject: Re: A call to the Renegade Community experts
Posted by Ani on Sat, 13 Oct 2012 19:20:24 GMT

View Forum Message <> Reply to Message

It's not someone who cares about Renegade.

MPF, Jelly, and RC have all been attacked by this guy. We only just started getting attacked 2
days ago, where MPF has been for weeks now.

Subject: Re: A call to the Renegade Community experts
Posted by shaitan on Sat, 13 Oct 2012 19:27:28 GMT

View Forum Message <> Reply to Message

MDK@Iran>@Wilo-Ethanol did it.

Subject: Re: A call to the Renegade Community experts
Posted by TEAM MDK on Sat, 13 Oct 2012 19:50:47 GMT
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View Forum Message <> Reply to Message

Ani wrote on Sat, 13 October 2012 12:20It's not someone who cares about Renegade.

MPF, Jelly, and RC have all been attacked by this guy. We only just started getting attacked 2
days ago, where MPF has been for weeks now.

beyond shitard just randomly nameing anyone who he dislikes.
this do,s sound like the [ wilo gate scandal ] and has all the hallmarks of the same kind of
attacking method to attack all server's to cover that it maybe a server owner ?

or someone linked to one server.

| wonder when that person is cought out will all of ren again kill the entire server and all it's players
? or just target that one person who is doing this maybe throu lawfull ways.

ps..wilo if your reading this | said attack shiton only not the whole of ren. or no payment

Subject: Re: A call to the Renegade Community experts
Posted by Ani on Sat, 13 Oct 2012 19:53:12 GMT

View Forum Message <> Reply to Message

If you're saying someone in RenCorner is doing it, then lol. The people that actually matter already
know we're cleared from that.

Subject: Re: A call to the Renegade Community experts
Posted by Good-One-Driver on Sat, 13 Oct 2012 20:15:02 GMT

View Forum Message <> Reply to Message

liquidv2 wrote on Sat, 13 October 2012 09:57the signs point to it not being Iran, but that's ok

just because he calls you out on being a cheat maker doesn't mean you have to spread lies about
him

don't sink to shaitard's level lol

No, he rages on about me because | raped him 1v1l and made him ragequit.

Subject: Re: A call to the Renegade Community experts
Posted by TEAM MDK on Sat, 13 Oct 2012 20:28:24 GMT

View Forum Message <> Reply to Message

Ani wrote on Sat, 13 October 2012 12:53If you're saying someone in RenCorner is doing it, then
lol. The people that actually matter already know we're cleared from that.

little of topic but hows dj-rage-k mod app going. asume we may see his name in colors soon....rofl

Page 6 of 14 ---- Cenerated from Command and Conquer: Renegade O ficial Foruns


http://renegadeforums.com/index.php?t=rview&th=39880&goto=475942#msg_475942
http://renegadeforums.com/index.php?t=post&reply_to=475942
http://renegadeforums.com/index.php?t=usrinfo&id=26411
http://renegadeforums.com/index.php?t=rview&th=39880&goto=475943#msg_475943
http://renegadeforums.com/index.php?t=post&reply_to=475943
http://renegadeforums.com/index.php?t=usrinfo&id=24464
http://renegadeforums.com/index.php?t=rview&th=39880&goto=475944#msg_475944
http://renegadeforums.com/index.php?t=post&reply_to=475944
http://renegadeforums.com/index.php?t=usrinfo&id=26362
http://renegadeforums.com/index.php?t=rview&th=39880&goto=475945#msg_475945
http://renegadeforums.com/index.php?t=post&reply_to=475945
http://renegadeforums.com/index.php

you should make azazel mod also then with eye-azaz-shit would be like the 3 stooges
this message is for shiton only....

This dog, is dog, a dog, good dog, way dog, to dog, keep dog, an dog, idiot dog, busy dog, for
dog, 30 dog, seconds dog! ... Now read without the word dog.

Subject: Re: A call to the Renegade Community experts
Posted by EvilWhiteDragon on Sat, 13 Oct 2012 20:44:42 GMT

View Forum Message <> Reply to Message

Have you monitored BW usage? does it spike during the attack? If so, (D)DOS, if not, attack on
the FDS in which case you should ask Seye for help (wiresark capture of the attack in that case).

Subject: Re: A call to the Renegade Community experts
Posted by Ethenal on Sat, 13 Oct 2012 21:09:36 GMT

View Forum Message <> Reply to Message

shaitan wrote on Sat, 13 October 2012 14:27<a href="mailto:MDK@Iran"
target="_blank">MDK@Iran</a>@Wilo-Ethanol did it.
Sigh

G1D, what the hell is your deal?

Subject: Re: A call to the Renegade Community experts
Posted by Good-One-Driver on Sat, 13 Oct 2012 21:20:44 GMT

View Forum Message <> Reply to Message

nothing at all sir

Subject: Re: A call to the Renegade Community experts
Posted by Ani on Sat, 13 Oct 2012 21:30:39 GMT

View Forum Message <> Reply to Message

EvilwhiteDragon wrote on Sat, 13 October 2012 16:44Have you monitored BW usage? does it
spike during the attack? If so, (D)DOS, if not, attack on the FDS in which case you should ask
Seye for help (wiresark capture of the attack in that case).

It's not a [D]DoS at all, in fact, when this happens it doesn't even go above a 10th of what the
upload speed is capable of. What does happen is the network hovers around 7Mbps consistently
(from people ingame, etc), drops down to 0 and then shoots up to like 12Mbps, goes down to
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2Mbps.

The 2Mbps represents the activity in teamspeak and another game server, all which is completely
unaffected when this is all happening.

Wireshark is a resource hog and crashes after an hour or so of being running..

Subject: Re: A call to the Renegade Community experts
Posted by nikki6ixx on Sat, 13 Oct 2012 21:59:56 GMT

View Forum Message <> Reply to Message

Haha, if Ethenal even had the knowledge to do whatever imaginary nerdy thing that delusional
people are accusing him of, he wouldn't use it on a two-bit Renegade server.

Subject: Re: A call to the Renegade Community experts
Posted by TEAM MDK on Sat, 13 Oct 2012 22:32:28 GMT

View Forum Message <> Reply to Message

Ethenal wrote on Sat, 13 October 2012 14:09shaitan wrote on Sat, 13 October 2012 14:27<a
href="mailto:MDK@Iran" target="_blank">MDK@ Iran</a>@Wilo-Ethanol did it.

Sigh

G1D, what the hell is your deal?

seem's we are all being blamed ? | say if the boot fit's

ani put a leash on ur staff ..they are saying we are all attacking servers .. | have had some
random player in pm in game ask if | am crashing server's

so tempted to paypal some one right now

Subject: Re: A call to the Renegade Community experts
Posted by liquidv2 on Sun, 14 Oct 2012 05:25:23 GMT

View Forum Message <> Reply to Message

nice admins you have Ani
lol
you're a good guy, but you keep a company of queers

Subject: Re: A call to the Renegade Community experts
Posted by iRANian on Sun, 14 Oct 2012 08:53:15 GMT

View Forum Message <> Reply to Message
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]I think it's Shaitan. For real...

Subject: Re: A call to the Renegade Community experts
Posted by TEAM MDK on Sun, 14 Oct 2012 09:13:58 GMT

View Forum Message <> Reply to Message

iRANian wrote on Sun, 14 October 2012 01:53]I think it's Shaitan. For real...

could be he seem's the type who would also attack his own server maybe in a bid to frame such
as you or even me ..

just like with my old flame with wilo shiton used a fake fraps made by him and staring him and
wilo ot frame me as a cheater ...
http://www.youtube.com/watch?v=T4gZbXznnWE&feature=plcp

check at 1:20 they type put MDK as the reason for ban ..lol

Subject: Re: A call to the Renegade Community experts
Posted by EvilWhiteDragon on Sun, 14 Oct 2012 11:20:38 GMT

View Forum Message <> Reply to Message

Ani wrote on Sat, 13 October 2012 23:30EvilWhiteDragon wrote on Sat, 13 October 2012
16:44Have you monitored BW usage? does it spike during the attack? If so, (D)DOS, if not, attack
on the FDS in which case you should ask Seye for help (wiresark capture of the attack in that
case).

It's not a [D]DoS at all, in fact, when this happens it doesn't even go above a 10th of what the
upload speed is capable of. What does happen is the network hovers around 7Mbps consistently
(from people ingame, etc), drops down to 0 and then shoots up to like 12Mbps, goes down to
2Mbps.

The 2Mbps represents the activity in teamspeak and another game server, all which is completely
unaffected when this is all happening.

Wireshark is a resource hog and crashes after an hour or so of being running..
No need to be offensive if | explain how you can solve it. But in any case, have fun solving it then.

Also, it dropping to 0 implies something wrong with network/network config.

Subject: Re: A call to the Renegade Community experts
Posted by Major-Payne on Sun, 14 Oct 2012 13:08:37 GMT

View Forum Message <> Reply to Message

hot rocks, flying from the back seat
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and busta ass niggas, running like a track meat

http://www.youtube.com/watch?v=INvMaKf5laM&t=1m12s

Subject: Re: A call to the Renegade Community experts
Posted by TEAM MDK on Sun, 14 Oct 2012 16:51:59 GMT

View Forum Message <> Reply to Message

Major-Payne wrote on Sun, 14 October 2012 06:08hot rocks, flying from the back seat
and busta ass niggas, running like a track meat

http://www.youtube.com/watch?v=INvMaKf5laM&t=1m12s

totaly of topic ...but ok song

Subject: Re: A call to the Renegade Community experts
Posted by Ani on Sun, 14 Oct 2012 17:07:23 GMT

View Forum Message <> Reply to Message

EvilwhiteDragon wrote on Sun, 14 October 2012 07:20Ani wrote on Sat, 13 October 2012
23:30EvilWhiteDragon wrote on Sat, 13 October 2012 16:44Have you monitored BW usage?
does it spike during the attack? If so, (D)DOS, if not, attack on the FDS in which case you should
ask Seye for help (wiresark capture of the attack in that case).

It's not a [D]DoS at all, in fact, when this happens it doesn't even go above a 10th of what the
upload speed is capable of. What does happen is the network hovers around 7Mbps consistently
(from people ingame, etc), drops down to 0 and then shoots up to like 12Mbps, goes down to
2Mbps.

The 2Mbps represents the activity in teamspeak and another game server, all which is completely
unaffected when this is all happening.

Wireshark is a resource hog and crashes after an hour or so of being running..
No need to be offensive if | explain how you can solve it. But in any case, have fun solving it then.

Also, it dropping to 0 implies something wrong with network/network config.
| wasn't trying to be offensive and | can't see how | was, but if | was then | apologize.

We've been using DUMeter btw, which may be buggy but it's definitely a good tool to have. Shows
utilization (which is how | can tell it's not a DDoS) but doesn't specify what connections are made.

Subject: Re: A call to the Renegade Community experts
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Posted by zunnie on Sun, 14 Oct 2012 20:57:46 GMT

View Forum Message <> Reply to Message

You know what man, fuck it.
Just lost 21 players again because of this guy.

I'm not gonna get upset or try anything anymore as it doesnt seem to work anyway. And i also
happened to not be capturing packets at the time so nothing was logged.

I'll just play a map or two sometimes and make sure that the server is restarted for those who do
want to play still.

| hope this n00b stops this soon but probably not.

I'm gonna focus on Global Offensive again, fucking rengay aint worth it lol.

Subject: Re: A call to the Renegade Community experts
Posted by Ethenal on Sun, 14 Oct 2012 21:36:35 GMT

View Forum Message <> Reply to Message

zunnie wrote on Sun, 14 October 2012 15:57
I'm not gonna get upset or try anything anymore as it doesnt seem to work anyway. And i also
happened to not be capturing packets at the time so nothing was logged.

No offense at all, but that's why you capture it at all times...
I'm sorry somebody is attacking your shit, that's really sad - you run the only server that actually

plays new maps in the entire game at this point. Don't be discouraged so quickly, just leave the
server down for a couple of days and cool off - then put it back up and see what happens?

Subject: Re: A call to the Renegade Community experts
Posted by iRANian on Sun, 14 Oct 2012 21:41:10 GMT

View Forum Message <> Reply to Message

From the description of what happens (mass disconnect of players) it seems like the same thing
as what Wilo did. Considering wilo's friend is active exploiting brenbot bugs on jelly and stOrm.net
is a wasteland, it wouldn't be surprising if it's him.

One thing | can't remember is whether Jelly found an actual method to stop the attacks or whether
the attacks themselves stopped.

Subject: Re: A call to the Renegade Community experts
Posted by TEAM MDK on Mon, 15 Oct 2012 12:53:29 GMT
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View Forum Message <> Reply to Message

iRANian wrote on Sun, 14 October 2012 14:41From the description of what happens (mass
disconnect of players) it seems like the same thing as what Wilo did. Considering wilo's friend is
active exploiting brenbot bugs on jelly and stOrm.net is a wasteland, it wouldn't be surprising if it's
him.

One thing | can't remember is whether Jelly found an actual method to stop the attacks or whether
the attacks themselves stopped.

crazy how rumors spread . | also hear storm is comeing back to ren

Subject: Re: A call to the Renegade Community experts
Posted by Ethenal on Mon, 15 Oct 2012 18:12:18 GMT

View Forum Message <> Reply to Message

talking about Renegade on Facebook

Subject: Re: A call to the Renegade Community experts
Posted by TEAM MDK on Mon, 15 Oct 2012 18:21:17 GMT

View Forum Message <> Reply to Message

Ethenal wrote on Mon, 15 October 2012 11:12talking about Renegade on Facebook
yeah almost as bad as talking about renegade in a forum on the internet ..lol

it.s a game profile only so not a irl profile

Subject: Re: A call to the Renegade Community experts
Posted by Tiny on Tue, 16 Oct 2012 01:12:37 GMT

View Forum Message <> Reply to Message

Our problem at MPF has been sorted now Got a friend of mine who has set snort up with some
advanced features so the flooding should stop now so the server will be a lot more stable Have
fun gaming in MPF Newmaps 4.0 server

Regards,

Tiny.
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Subject: Re: A call to the Renegade Community experts
Posted by liquidv2 on Tue, 16 Oct 2012 04:45:12 GMT

View Forum Message <> Reply to Message

good man Tiny

Subject: Re: A call to the Renegade Community experts
Posted by TEAM MDK on Tue, 16 Oct 2012 11:13:41 GMT

View Forum Message <> Reply to Message

Tiny wrote on Mon, 15 October 2012 18:120ur problem at MPF has been sorted now Got a friend
of mine who has set snort up with some advanced features so the flooding should stop now so the
server will be a lot more stable Have fun gaming in MPF Newmaps 4.0 server

Regards,

Tiny.

was in game last night and lost connection...we was rapeing also...
couldnt find server in renlist also . but did notice that jelly looked like it lost players also at the
same time ?

did notice some servers gained loads of players in this time ...Iol

Subject: Re: A call to the Renegade Community experts
Posted by raven on Thu, 18 Oct 2012 01:51:54 GMT

View Forum Message <> Reply to Message

Yeah we had a mass disconnect last night too.. my guess is XWIS related

Subject: Re: A call to the Renegade Community experts
Posted by TEAM MDK on Thu, 18 Oct 2012 07:21:08 GMT

View Forum Message <> Reply to Message

raven wrote on Wed, 17 October 2012 18:51Yeah we had a mass disconnect last night too.. my
guess is XWIS related

wouldnt know about that | use renlist -gsa and so do a lot of players

Subject: Re: A call to the Renegade Community experts
Posted by raven on Thu, 18 Oct 2012 07:28:19 GMT

View Forum Message <> Reply to Message
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Yes but every server connects to XWIS... thus that being the common link in a sudden drop in
players

Subject: Re: A call to the Renegade Community experts
Posted by TEAM MDK on Thu, 18 Oct 2012 07:33:28 GMT

View Forum Message <> Reply to Message

raven wrote on Thu, 18 October 2012 00:28Yes but every server connects to XWIS... thus that
being the common link in a sudden drop in players

yeah | get what your saying...still strage that some main servers go down and another enjoys the
player boost also at the same time all the unused empty servers also stay up ..

bloody selective that xwis ............ lol

Subject: Re: A call to the Renegade Community experts
Posted by raven on Thu, 18 Oct 2012 07:40:08 GMT

View Forum Message <> Reply to Message

Quite
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