
Subject: Re: MySQL with SSGM?
Posted by TechnoBulldog on Sun, 18 Jul 2010 19:52:42 GMT
View Forum Message <> Reply to Message

reborn wrote on Sun, 18 July 2010 14:20Is the plugin itself creating the database and tables and
such, or are you manually creating that first, then allowing the plugin to use it?

Is the plugin multi-threaded? Does it need to be?

I don't know much about databases at all, really, let alone securing it. Would you need to make it
so secure if the database was being access locally on the machine, and was not set-up for remote
access to the DB?

No the plugin itself does not create the databases or tables. I'm not really sure what you mean by
multi-threaded, but my guess is that it means to break it down into parts as not to cause lag? If
that's the case, no, it doesn't, and I don't think it needs to. It's not a command that will be used a
lot, the only thing it does is add something to a small table in a database.

I was kinda planning on it only working on one machine, but there is a username and password
needed to connect. The only thing I'm worried about is injections, which I don't know a lot about,
but I believe this is what they are.

Say you type !postnote <message> and the message gets sent to the database. The query would
look something like: 
("INSERT INTO messages(name, message) VALUES('%s', '%s')", pName.c_str(), M.c_str())
If someone typed !postnote hello the message stored in the database would say "hello". However,
if someone was to type something like "!postnote '); DROP renegade;" the literal translation of the
query would be:

("INSERT INTO messages(name, message) VALUES('hacker', ''); DROP renegade; ')"

Although there would be an error with that code, the basic principal of that is that they could
control your database. If the above query didn't have an error, "DROP renegade" would have
deleted the entire database, and that obviously wouldn't be good. If I can secure the database to
only work with this account on 127.0.0.1 and escape the string (like add a \ before the quotation
marks and whatnot) that eliminates two of the main ways they can get in.

Does that explain anything?
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